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1 - CA Mobile OTP Desktop App

To install it is MANDATORY to be a Windows station ADMINISTRATOR.

Access the link “http://www.b3.com.br/pt br/solucoes/plataformas/middle-e-
backoffice/imercado/documentos/” and download the CA Mobile OTP Desktop
installer.

1.1 Execute as admin the “CA-Mobile-OTP-Desktop-Client-2.3.2- windows-
installer.exe”.

1.2 Cligue on Next >.

W Setup - x

Setup - CA-Mobile-OTP-Desktop-Client

Welcome to the CA-Mobile-OTP-Desktop-Client Setup
Wizard.

G

technologies

Cancel

1.3 Select the “I accept the agreement” option and click on Next >.
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1.4 Proceed with the installation in the default location. If necessary, just change the
letter of the directory and click Next> on this and the next screen.

Classificagao: Publico

# Setup —

License Agreement ca

technologies

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

[CR, Inc. ("CA™)

End User License Agreement (the "Agreement™) for the CAR software
product that is being installed as well as the associated
[documentation and any SDE, as defined below, included within the
product ("the Product™) .

Do you accept this license? ‘
(O Ido not accept the agreement

< Back Mext > Cancel

& Setup - *

Installation Directory ca

technologies

Please specify the directory where CA-Mobile-OTP-Desktop-Client will be installed.

Installation Directory |[8 6)\CA\arcot]

< Back Mext = Cancel

& Setup - *

s Ga

technologies

Setup is now ready to begin installing CA-Mobile-OTP-Desktop-Client on your computer.

< Back Cancel
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1.5 Click OK in the window that will be displayed and wait for the installation
to complete.

— .

s QA

technologies

Please wait while Setup installs CA-Mobile-OTP-Desktop-Client on your computer.

% Warning st

| = Clicking Cancel may result in incomplete installation

< Back MNext = Cancel

1.6 Unselect the “View Readme File” option and click on Finish.
- X

& Setup

Completing the CA-Mobile-OTP-Desktop-Client Setup
Wizard

Setup has finished installing
CA-Mobile-OTP-Desktop-Client on your computer,

(] View Readme File

G

technologies

< Back Finish Cancel

1.7 To access the app, log onto “C: \ Program Files(x86)\CA\arcot\
OTPDesktop\nhtml\index.html” (if you changed the drive letter at installation, adjust
the path above or access it via the created shortcut “CA Mobile OTP”).
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e v 4 > Este Computador » OS(C:) » Arquivos de Programas (x86) > CA » arcot > OTPDesktop > html

A

A Nome Data de modificag...

s Acesso rapido

¥ css
Area de Trabalho

img
‘ Downloads javascript
|| Documentos £ indexhtml

E Calculadora

B CcA-Mobile-OTP-Desktop-Client ~

& cAMobike OTP

% Uninstall CA-Mobile-OTP-Deskt...

This computer > OS (C:) > Program Files (x86) > CA > arcot > OTPDesktop html

Quick access CSs Sep 4, 2019 5:12 pm

Desktop img Sep 4, 2019 5:12 pm

Downloads javascript Sep 4, 2019 5:12 pm

Documents index.html Aug 3, 2015 4:17 pm
Calculator

CA-Mobile-OTP-Desktop-Client
CA Mobile OTP
Uninstall CA-Mobile-OTP-Desktop-Client

1.8 The app is installed but doesn’t have any associated tokens.

-
° 2] C\Program Files (8E]\CA\arcot\OTPDesktop\htmiindexhtml O ~ C || £ Contas w il @

Contas

Contas

Néo ha contas ativadas. Use a fungédo Adicionar para
adicionar uma nova conta.

Accounts
There are no activated accounts. Use the Add function to add a new account.

IMPORTANT NOTE: Always use the same browser for the token, either Internet
Explorer or Google Chrome.

B3.COM.BR
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2 — B3 Token Registration and Activation

2.1 Access the system using your login and password

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Senha

seees|

Systems Access
Username
Password

Enter

2.2 On your first login, you will be redirected to activate your B3 Token.

3
[B ACESSO A0S SISTEMAS

Registro de Autenticacdo

As configuractes de seguranca de sua conta mudaram ou vocé néo
completou o processo de registro. O Guia de Autenticacao iré guia-
lo para que suas credenciais sejam refeitas. Aguardel

Systems Access
Authentication Registry
Your account’s security setups have changed or you have not completed the registration
process. The Authentication Guide will help you to redo your credentials. Wait!

2.3 You will receive an email at the address registered at B3 with an activation
code as follows:

B3.COM.BR
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De: Do_Mot_Reply@b3.com.br <Do_Not_Reply@b3.com.br>
Assunto: Codigo de Ativa-;§0|d0 Token B3

Prezado(a) loginb3,

Utilize o seguinte codigo de ativagio para o Token B3: 62386731

From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

2.4 Use the code you received on the screen below to activate the Token.

3
[B ACESSO A0S SISTEMAS

Autenticacao

Um cédigo de ativacéo foi enviado para o email registrado. Se vocé ndo recebeu o email em sua
caixa de entrada, cheque a pasta de SPAM. Caso n&o tenha recebido, clique no link abaixo para
receber outro cadigo de ativacéo

Usuario

loginb3

Codigo de Ativagio

Cligue aqui para receber um novo cédige de ativacéo

Systems Access

Authentication
An activation code was sent to the registered email. If you have not received the email in
your inbox, check the spam folder. If you have not received it, click on the link below to

receive another activation code.
Username
Activation Code
Click here to receive a new activation code
Send

2.5 You will be directed to the screen with your Token information. Do not share this
information with other people as these will be your credentials.

In another tab of your browser, log in to the CA Mobile OTP app as per item 1.8.

B3.COM.BR
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Ative o aplicativo [CA Mobile OTP] no
celular ou computador

Usudrio: dgonzales
Pré-requisitos para a ativacao do aplicativo [CA Mobile OTP]:

1. Tenha certeza que seu celular ou computador possui conexdo com a internet.
2. Tenha certeza que o aplicativo [CA Mobile OTP] esta disponivel para seu celular.

Siga os passos abaixo para ativar o aplicativo [CA Mobile OTP] no celular ou computador:

Abra o aplicativo CA Mobile OTP e leia o QR Code para registrar seu dispositivo.

(OR)

Inicie o aplicativo [CA Mobile OTP] & configure usando os seguintes dados:

1. Server URL: sfa.bvmf.com.bricorp
2. |dentificacdo do Usuério: logink3
3. Cadigo de Ativaciio: 54582626

Activate the CA Mobile OTP app on your cellphone or computer
Username: dgonzales
Pre-requisites to activate the CA Mobile OTP app:
1) Make sure your cellphone or compute has an internet connection.
2) Make sure that the CA Mobile OTP app is available on your cellphone.

NB: If you do not have the CA Mobile app, it is free of charge and is available from
Apple Store and Play Store. You can download it and install it.

Follow the steps below to activate the CA Mobile OTP app on your cellphone or
computer:

Open the CA Mobile OTP app and read the QR Code to register your device.
Start the CA Mobile OTP app and configure it using the following data:

1. URL Server:

2. Username Identification:

3. Activation Code:

2.5 Click on to add a new account. On the next screen,

copy information 1, 2 and 3 in the same order as the login page for the app and
click Save.

B3.COM.BR
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Add account
Add account
Save

Adicionar conta

| sfa.bvmf.com.br/corp |

' loginb3 |

| 54582626 |

B3.COM.BR
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2.6 Create a PIN with at least 6 digits, repeat the digits in the next field and click OK.
If the information is correct, you will receive a notification that the account has
been added successfully.

Digite o PIN (x) Exito

Digite o PIN Parabéns, a conta foi
adicionada com éxito

ssssae
Parabéns, a conta foi adicionada com éxito

Typein a PIN
Type in a PIN

Successful
Congratulations your account has been added successfully
Congratulations your account has been added successfully

2.7 After a PIN has been created, go back to the Token Activation screen (2.5) and click
Send

3 — Login Authentication

3.1 Access the system using your login and password

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Systems Access
Username
Password

Enter

B3.COM.BR
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3.2 Login to the CA Mobile OTP app, click on your account, enter the previously
registered PIN and copy the generated Token to insert in the OTP field and complete the
authentication.

B3.COM.BR
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Contas

B 3 loginb3
Emitido por SFA CRU 0

Accounts
Accounts
Issued by SFA CAU

]3
loginb3

]3
loginb3

00:00:22

322126

Concluido

Generator
Generate
Generator
Completed

B3.COM.BR
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Autenticacao

Use o aplicativo [CA Mobile OTP] em seu dispositivo mével ou computador para gerar o Token
Informe o Token gerado pelo aplicativo [CA Mobile OTP] no campo: [OTP]

Usuario: loginb3

OTP: | .y nostrar as entradas

Esqueceu a senha do aplicativo [CA Mobile OTP]?

Baixe o [CA Mobile OTP] em um dispositivo diferente

Systems Access
Authentication
Use the CA Mobile OTP app on your cellphone or computer to generate the Token. Enter
the Token generated by the CA Mobile OTP app in the [OTP] field.
Username: loginb3
OTP: show entries
Send
Forgot the CA Mobile OTP app password?
Download the CA Mobile OTP app on a different device

4 — Resetting your PIN if you forget it

4.1 If you forget your registered PIN you can reset it.

4.2 Access the system using your login and password

B3.COM.BR
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3
[B] ACESSO A0S SISTEMAS

Usudrio

loginb3

Senha

seees|

Systems Access
Username
Password

Enter

4.3 Access the option “Forgot the CA Mobile OTP app password*

|:B:|3 ACESSO A0S SISTEMAS

Autenticacao

Use o aplicativo [CA Mobile OTP] em seu dispositivo mdvel ou computador para gerar o Token.
Informe o Token gerado pelo aplicativo [CA Mohile OTP] no campo: [OTP]

Usuario: loginb3

OTP: | ...y mostrar as entradas

IEsq.leceL‘ a senha do aplicativo [CA Mobile OTP]? I

Baixe o [CA Mobile OTP] em um dispositivo diferente

Systems Access
Authentication
Use the CA Mobile OTP app on your cellphone or computer to generate the Token. Enter
the Token generated by the CA Mobile OTP app in the [OTP] field.
Username: loginb3
OTP: show entries
Send
Forgot the CA Mobile OTP app password?
Download the CA Mobile OTP app on a different device

B3.COM.BR
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4.4 You will receive an email with a code to enter in the next screen as shown
below:

De: Do_Not_Reply@b3.com.br <Do_Not_Reply@b3.com.br=
Assunto: Codigo de Ativaqﬁoldo Token B3

Prezado(a) loginb3,

Utilize o seguinte codigo de ativag8o para o Token B3; 62386731

From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

4.5 Enter the code and after clicking Send follow the steps in item 2.6

3
[B] ACESSO A0S SISTEMAS

Recuperacao da senha do aplicativo
[CA Mobile OTP]

O cédigo de recuperacéo foi enviado para seu email
Usuario:

Codigo de recuperagio:

..... ‘ | mostrar as entradas
Enviar

Systems Access
Recovery of CA Mobile OTP app password
The recovery code was sent to your email
Username
Recovery code:
show entries
Send

B3.COM.BR
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5 — PIN registration on a different device
5.1 If you wish to register your PIN on another device.
5.2 Access the system using your login and password

3
[B] ACESSO A0S SISTEMAS

Usudrio

loginb3

Senha

neens|

Systems Access
Username
Password

Enter

5.3 Access the option “Download the CA Mobile OTP app on a different device”

B3.COM.BR
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3
[B] ACESSO A0S SISTEMAS

Autenticacao

A Senha Unica (OTP) foi enviada para seu endereco de email registrado

Usuario:

Codigo de recuperagéo:

mostrar as entradas

Systems Access
Authentication
The One-Time Password (OTP) was sent to your registered email
Username
Recovery code:
show entries
Send

5.4 You will receive an email with a code to enter in the next screen as shown
below.

De: Do_Not_Reply@b3.com.br <Do_MNot_Reply@b3.com.br>
Assunto: Codigo de Ativan;§0|d0 Token B3
Prezado(a) loginb3,

Utilize o seguinte codigo de ativagdo para o Token B3: 62386731

B3.COM.BR
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From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

5.5 Enter the code and after clicking Send follow the steps in item 2.5

Authentication Flow Manager
One-Time Password (OTP) authentication for ArcotOTP Roaming
The One-Time Password (OTP) was sent to your registered email (ID)
Username: loginb3
Recovery code:
show entries
Send

3
[B] GERENCIADOR DO FLUXO DE AUTENTICACAO

Autenticacdo de Senha Unica (OTP)
para ArcotOTP Roaming

A Senha Unica (OTP) foi enviada para seu endereco de email registrado. (ID
aotpRoamingAuth.collectOTP.INSTRUCTIONS_OTP_EMAIL)

Usuario: loginb3

Codigo de recuperagéo:

B3.COM.BR
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