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1 — CA Mobile OTP App

1.1 To download the CA Mobile OTP app, log into the online store on your device
and then install

technologies
Mobile OTP

1.2 Accept the CA Terms of Use when loading the app.
Termaos e condigdes

CA, Inc. ["CAT)

End User License Agresment (The “Agreement ) for
the (A roftware product that n being initalied a wed
1 1€ a100sted SoCuTentabon and amy SOL 0y
Arfined Selowm, incuded within the prodect (“the
Prodect”)

Carefuby read the 1odowing terms sad (ONABOM

regarding your sve of the Produdt defors mitafiing
o ving D Product. Theoughout ths Agreement,
you will be referved 1o a8 “You" or “Licemses.*

By sebecting ACCEPT below you we

(1} Rapresenting that You are not & mence, and Nave
Aol bogal Copacity and have the suthority te bnd
yourself and your emgioyer, a1 apphicabie, to the
terms of i Agreement,
M) Consenting on behalf of Yoursel? and/or a1 sn

d repr o yout e =
ppie sbie 10 b bownd by 1hn Agreement
(1) Reprerenting that You are not located in » country
Bt & sebgect to 4 US Covernment embargs. or that
has deen < Sythe Us "na
“Worrorut wpporting” country; and You arw not Seted
On sny U S Governmert ksl of probabited or

Terms of Use
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2 - B3 Token Registration and Activation

2.1 Access the system using your login and password.

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Senha

Systems Access
Username
Password

Enter

2.2 On your first login, you will be redirected to activate your B3 Token.

3
[B ACESSO A0S SISTEMAS

Registro de Autenticacéo

As configuracBes de seguranca de sua conta mudaram ou vocé nao
completou o processo de registro. O Guia de Autenticacao ira guia-
lo para que suas credenciais sejam refeitas. Aguarde!

Systems Access
Authentication Registry
Your account’s security setups have changed or you have not completed the registration
process. The Authentication Guide will help you to redo your credentials. Wait!

2.3 You will receive an email at the address registered at B3 with an
activation code as follows:

De: Do_MNot_Reply@b3.com.br <Do_Not_Reply@b3.com.br>
Assunto: Codigo de Ativac;50|do Token B3

Prezado(a) loginb3,

Utilize o seguinte codigo de ativagio para o Token B3: 62386731

B3.COM.BR
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From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

2.4 Use the code you received on the screen below to activate the Token.

[B]s ACESSO A0S SISTEMAS

Autenticacao

Um cédigo de ativac&o foi enviado para o email registrado. Se vocé néo recebeu o email em sua
caixa de entrada, cheque a pasta de SPAM. Caso ndo tenha recebido, clique no link abaixo para
receber outro cadigo de ativacao.

Usuario

loginb3

Cligue aqui para receber um novo codigo de ativacio

Systems Access

Authentication
An activation code was sent to the registered email. If you have not received the email in
your inbox, check the spam folder. If you have not received it, click on the link below to

receive another activation code.
Username
Activation Code
Click here to receive a new activation code
Send

2.5 You will be directed to the screen with your Token information. Do not
share this information with other people as these will be your credentials.

Log onto the app downloaded in your mobile device, select the “Add
account” option and then click “Scan QR Code”.

B3.COM.BR



Cancelar Adicionar conta

Scan QR Code

Provision Manually

Add account

2.6 Do the QR Code reading as per the screens below to activate the Token.

E CA Mobile OTP

ACESSO A0S SISTEMAS

Ative o aplicativo [CA Mobile OTP] no
celular ou computador

Usuario: sfad
Pré-requisitos para a ativagao do aplicativo [CA Mobile OTP]:

1. Tenha certeza que seu celular ou computador possul conexdo com a internet.
2. Tenha certeza que o aplicativo [CA Mobile OTP] esta disponivel para seu celular.

NOTA: Se vocé na
Store. Vocé pode ¢

plicativo [CA Mobile OTP), ele & gratuito e esté disponivel na Apple Store e Play

e efetuar a instalagdo.

Siga os passos abaixo para ativar o aplicativo [CA Mobile OTP] no celular ou computador:

Abra 0 aplicativo CA Mobile OTP e leia 0 QR Code para registrar seu dispositivo.

Activate the CA Mobile OTP app on your cellphone or computer
Username: dgonzales
Pre-requisites to activate the CA Mobile OTP app:

Classificagao: Publico
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1) Make sure your cellphone or compute has an internet connection.
2) Make sure that the CA Mobile OTP app is available on your cellphone.

NB: If you do not have the CA Mobile app, it is free of charge and is available from
Apple Store and Play Store. You can download it and install it.

Follow the steps below to activate the CA Mobile OTP app on your cellphone or
computer:

Open the CA Mobile OTP app and read the QR Code to register your device.
Start the CA Mobile OTP app and configure it using the following data:

1. URL Server:

2. Username Identification:

3. Activation Code:

2.7 Create a PIN with at least 6 digits and repeat the digits in the next field.

Adicionar conta Adicionar conta

CA Mobile OTP
Parabéns, a conta fol adicionada
com éxito

OK

Add account
Add account
Create PIN
Confirm PIN

CA Mobile OTP
Congratulations your account has been added successfully

2.8 After a PIN has been created, go back to the Token Activation screen (2.6) and click
Send

B3.COM.BR
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3 — Login Authentication

3.1 Access the system using your login and password.

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Systems Access
Username
Password

Enter

3.2 Log into the CA Mobile OTP app on your cellphone, enter the previously
registered PIN and copy the generated Token to insert in the OTP field.

= Gerador Modo

I
8
g
8
I

Concluida

Generator
Mode
Completed

B3.COM.BR
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3
[B] ACESSO A0S SISTEMAS

Autenticacao

Use o aplicativo [CA Mobile OTP] em seu dispositivo mével ou computador para gerar o Token
Informe o Token gerado pelo aplicativo [CA Mobile OTP] no campo: [OTP]

Usuario: loginb3

OTP: cuend nostrar as entradas
Esqueceu a senha do aplicativo [CA Mobile OTP]?
Baixe o [CA Mobile OTP] em um dispositivo diferente

Systems Access
Authentication
Use the CA Mobile OTP app on your cellphone or computer to generate the Token. Enter
the Token generated by the CA Mobile OTP app in the [OTP] field.
Username: loginb3
OTP: show entries
Send
Forgot the CA Mobile OTP app password?
Download the CA Mobile OTP app on a different device

4 — Resetting your PIN if you forget it

4.1 If you forget your registered PIN you can reset it.

4.2 Access the system using your login and password.

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Senha

snnned

Entrar

Systems Access

B3.COM.BR

Classificagao: Publico



3
BRASIL
B BOLSA
BALCAO

Username
Password
Enter

4.3 Access the option “Forgot the CA Mobile OTP app password*

|:B:|3 ACESSO A0S SISTEMAS

Autenticacao

Use o aplicativo [CA Mobile OTP] em seu dispositivo mdvel ou computador para gerar o Token.
Informe o Token gerado pelo aplicativo [CA Mobile OTP] no campe: [OTP].

Usuario: loginb3

OTP: veend mostrar as entradas

IESC]JE.CBL a senha do aplicativo [CA Mobile OTP]? I

Baixe o [CA Mobile OTP] em um dispositivo diferente
Systems Access
Authentication
Use the CA Mobile OTP app on your cellphone or computer to generate the Token. Enter
the Token generated by the CA Mobile OTP app in the [OTP] field.
Username: loginb3
OTP: show entries
Send
Forgot the CA Mobile OTP app password?
Download the CA Mobile OTP app on a different device

4.4 You will receive an email with a code to enter in the next screen as shown
below:

De: Do_Not_Reply@b3.com.br <Do_Not_Reply@b3.com.br>
Assunto: Codigo de Ativac;§0|do Token B3

Prezado(a) loginb3,
Utilize o seguinte codigo de ativagio para o Token B3: 62386731

From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

B3.COM.BR
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4.5 Enter the code and after clicking Send follow the steps in item 2.5

3
[B] ACESSO A0S SISTEMAS

Recuperacao da senha do aplicativo
[CA Mobile OTP]

O cadigo de recuperacéo foi enviado para seu email
Usuario:

Cédigo de recuperagéo:

..... { mostrar as entradas

Enviar

Systems Access
Recovery of CA Mobile OTP app password
The recovery code was sent to your email
Username
Recovery code:
show entries
Send

B3.COM.BR
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5 — PIN registration on a different device
5.1 If you wish to register your PIN on another device.

5.2 Access the system using your login and password.

3
[B] ACESSO A0S SISTEMAS

Usuario

loginb3

Senha

snnned

Entrar

Systems Access
Username
Password

Enter

5.3 Access the option “Download the CA Mobile OTP app on a different device”

3
[B] ACESSO A0S SISTEMAS

Autenticacao

A Senha Unica (OTP) foi enviada para seu endereco de email registrado

Usuario:

Codigo de recuperagéo:

mostrar as entradas

Systems Access
Authentication
The One-Time Password (OTP) was sent to your registered email
Username
Recovery code:

B3.COM.BR
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show entries
Send

5.4 You will receive an email with a code to enter in the next screen as shown
below.

De: Do_Not_Reply@b3.com.br <Do_Not_Reply@b3.com.br=
Assunto: Codigo de Ativa-;ﬁoldo Token B3

Prezado(a) loginb3,

Utilize o seguinte codigo de ativagio para o Token B3: 62386731

From:
Subject: B3 Token Activation Code
Dear loginb3,
Use the following activation code for the B3 Token: 62386731

5.5 Enter the code and after clicking Send follow the steps in item 2.5

3
[B] GERENCIADOR DO FLUXO DE AUTENTICAGAO

Autenticacdo de Senha Unica (OTP)
para ArcotOTP Roaming

A Senha Unica (OTP) foi enviada para seu endereco de email registrado. (ID
aotpRoamingAuth.collectOTP.INSTRUCTIONS_OTP_EMAIL)

Usuario: loginb3

Codigo de recuperagéo:

........

Authentication Flow Manager
One-Time Password (OTP) authentication for ArcotOTP Roaming
The One-Time Password (OTP) was sent to your registered email (ID)
Username: loginb3
Recovery code:
show entries
Send

B3.COM.BR
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6 — Known errors

6.1 Device or app without permission for internet use.

CA Mobile OTP

A conexBo a Internet talvez
esteja inativa,

OK

Add account
CA Mobile OTP
The internet connection may be inactive

Make sure that the internet is enabled for the CA Mobile OTP app. Check the CA
Mobile OTP information among the apps enabled for internet consumption in the
“Settings” section of your cellphone. Internet access is only needed when activating
the account. Once the internet is enabled, open the app and select OK or repeat the
steps described in item 2.

B3.COM.BR
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6.2 Unavailability of the “Add account” option

If the screen below is displayed, the user must close the app and uninstall from their
device, then repeat step 1 and accept the Terms of Use.

@ Conta de demonstragio
ORGANIZACAD

Conta de demonstra...

Demo account
ORGANIZATION

B3.COM.BR
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